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WHEN A COMPUTER NEEDS A LAWYER*
By JOHN F. BANZHAF III

Today, and for the forseeable future, a computer itself will not
be held liable for its own acts and omissions.' In the meantime,
because for every legal wrong there is usually a remedy, computer
manufacturers, owners, lessees, users, operators, consultants, and
programmers2 may be held responsible for what their computers
do or fail to do. Today in the United States there are 31,488 computers in operation.3 Each is capable of hundreds of different applications including such diverse activities as military and scientific
calculations, instantaneous display and analysis of business data,
control of complex manufacturing installations, monitoring of hospital patients, simulation of mathematical economic models, and
* This paper is a slightly revised version of a speech given by the
author under the sponsorship of the Association for Computing Machinery
(A.C.M.) in Albany, N.Y. (January 12, 1966), Philadelphia, Pa. (May 19,
1966), and Tallahassee, Fla. (June 3, 1966). The author served as an A.C.M.
Visiting Lecturer for 1965-66, lecturing in cities around the country on
topics related to law and computers.
**
B.S.E.E., 1962, M.I.T.; LL.B., 1965, Columbia University; President
of Computer Program Library, 509 Fifth Ave., New York, N.Y.; Member
of the Bar of New York and the District of Columbia.
1. The problem of whether a computer will ever be considered a
legal entity is not as simple as it sounds. Even now the United States
Copyright Office is wrestling with the question of whether a computerproduced and computer-created artistic creation can be copyrighted. See
1965 ANNUAL REPORT OF THE LIBRARY OF CONGRESS; Aarons, Poser, Is Computer A Citizen, Washington Post, April 20, 1965, p. C7. ("The Library's
Copyright Office has received about a half dozen applications for registration of musical compositions, essays, and abstract drawings-all of them
created by computer."); Cross, Machine Miltons, N.Y. Times Magazine, Dec.
4, 1966, p. 59; House Comm. on the Judiciary, Copyright Law Revision, H.R.
REP. No. 2237, 89th Cong. 2d Sess. 46 (1966).
2. Most large-scale electronic data processing systems are general
purpose; they can be used to provide a wide variety of operations. They
are directed by and operate under the control of computer programs which
are a series of instructions in special code or language. People who create
such programs are called programmers.
A computer designed to perform only a limited function is called a
special purpose computer. A general purpose computer operating under
the control of a computer program is equivalent to a special purpose
computer.
For a general introduction to computers and their operations, written
especially for attorneys, see Banzhaf, Copyright Protection for Computer
Programs,64 COLUM. L. REV. 1274, 1274-78 (1964); Freed, A Lawyer's Guide
Through the Computer Maze, 6 PRAC. LAW. 45 (1960) and 12 J. MAcHINE
ACCOlTING 5 (1961). See generally A.B.A. SPECIAL COMM. ON ELECTRONIC
DATA RETRIEVAL, COMPUTERS & THE LAW 1-38 (1966).
3. Computers and Automation, Nov. 1966, pp. 52-53 (there are also
21,181 unfilled orders for computers).
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even the design of other computers. 4 With all of these applications,
which will soon touch in one way or another every segment of
business and financial activity, the potential for new legal problems
is staggering.
This article will not and cannot spell out in detail the law
with respect to computer operations. In the first place, there is
now no special branch of the law which deals especially with data
processing-as there is in such fields as real estate, shipping, and
atomic energy. It appears much more likely that computers and
data processing will be accommodated within the. existing framework of the general law; a law which deals with concepts like torts,
contracts,and evidence. This being the case, it would be impossible to review at this time the law in all of these areas and then
to make specific applications to particular data processing problems.
In the second place, there are very few concrete answers to
specific questions which can be given-particularly because there
have been so few actual cases involving computers. The most
feasible solution therefore appears to be to examine the law in
closely related areas and try to reason by analogy to computers
wherever possible.
Finally, and this is probably the most important reason, it
isn't really necessary to know what the legal outcomes would be in
every conceivable computer-fact situation. Rather, it is much more
important to recognize and be sensitive to potential legal pitfalls
in a projected course of conduct before action is initiated, and to
plan intelligently at that time to avoid or minimize potential legal
problems. This is most clearly true in the field of contracts where
skillful draftsmanship can greatly minimize the problems of subsequent judicial speculation as to the parties' intent.
The purpose of this article is to sensitize the reader to the legal
problems which may occur in the operation of a computer so that
he can, with foresight, take steps to avoid the difficulties before
they happen. At the same time it will illustrate some of the
fascinating and unresolved legal problems computer usage has
created. To dramatize some of these problems each area will be
considered in terms of a particular hypothetical situation.
Suppose for example that the Interplanetary Computing Machine Co. (I.C.M.) manufactured and sold its Super Giant model
computer to the Lease-It-All Co. which in turn leased it to the
D. & P. Railroad Co. After using it for several months, the railroad
became interested in using the computer to handle its switching
operations. They hired the Hot Shot Service Bureau, a private
4.

See MacDonald, Over 500 Areas of Application of Computers,

Computers and Automation, June 1962, p. 140; Scientific American, Sept.
1966 (Special Issue on Computers); Burke, The Boundless Age of the Computer, Fortune, March-June 1964 (now in book form as THE COMPUTER AGE,
1965).
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professional computer consulting company, to study the problem
based upon technical specifications supplied by the railroad. After
considerable study Hot Shot reported that the computer could be
used safely and set up a computer system to control the railroad's
switching operations. A year later, as a result of a computer
switching error, two trains crashed with injury to passengers and
damage to property. What kind of problems arise in suits for negligence and suits under a theory of breach of express or implied
warranty?
LIABILITY FOR NEGLIGENCE

The issues in a case involving a computer are no different
from those in any other negligence case: has the defendant failed
to live up to a minimum standard of conduct; was his act or omission a proximate cause of the plaintiff's injuries or damages; and
was the plaintiff also guilty of conduct which would bar his recovery. One may expect the problems to be far more complex,
however, than in the ordinary automobile, household, or industrial
accident case.
In the first place there will probably be no witnesses. Whatever evidence can be introduced about the computer's failure must
be circumstantial and will often be generated by the computer itself. These records may or may not be complete. Plaintiff's attorney will sometimes be faced with the problem of attempting to
reconstruct the computer's operations at the time of the accident to
demonstrate how it erred. To see how difficult this may be one
must remember that computers can easily perform hundreds of
thousands of operations per second and that the critical failure may
have taken place in a few millionths of a second.
A second problem is that of establishing standards of conduct
against which the defendant's may be measured. There is of course
no such concept as a "reasonably prudent computer"; the test is
whether the defendant operated the computer in a reasonably prudent manner. But the entire computer industry as we know it
today is only about fifteen years old 5 and is one of the fastest growing in the country." What was considered impossible last year may
literally be commonplace the next. The variety of computers performing different functions under differing conditions is staggering.
It is hardly surprising that few generally accepted standards have
developed.
5. In 1952 there were less than forty large-scale electronic computers
operating in the United States. Burke, supra note 4, March, at 101.
6. The computer industry had an annual growth rate of 25% from
1957 to 1963. By way of contrast, the annual growth rate of the electronics
industry was 13.5%. H.R. REP. No. 858, 88th Cong. 1st Sess. 113 (1963).
The value of machine installations in this country is expected to rise from
five billion dollars in January 1964 to twenty billion by 1970. See Burke,
supra note 4, June, at 115; H.R. REP. No. 858, 88th Cong., 1st Sess. 116-18

(1963).
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Moreover, the problem of establishing those standards in a
court of law is likewise very difficult. Unlike such things as automobiles, household appliances, and even industrial machinery, most
laymen including judges have no clear idea even of how a computer
operates, much less the kind of care which should be exercised in
using one. A lawyer faced with such a case may find his most
difficult task to be one of educating the trier of fact in the intricacies of the new technology.
To illustrate some of the problems in the context of a suit
involving a computer, consider the example. A suit by a passenger
against the railroad would probably present the least number of
difficulties of all other possible combinations of plaintiffs and defendants. Even here all is by no means clear. Will the plaintiff's
burden be lightened by the application of res ispa loquitor as in
many railroad derailment cases 7 or will the courts, as they were in
the case of airplane accidents,8 be slow to conclude that accidents
with computers do not ordinarily occur in the absence of negligence? 9 Will the railroad be able to show that their reliance on
the computer was justified or will the plaintiff perhaps be able to
show that switching was an operation too inherently dangerous to
be entrusted to a computer at this stage of the technology?
In a suit by the railroad against I.C.M. for negligence, the
manufacturer will certainly argue that the railroad had an independent duty to test, inspect, and periodically evaluate the operation of the computer as the central element of the switching system. It may also argue that no computer is one hundred per cent
reliable and that the railroad should have incorporated additional
safeguards and crosschecks within the system. If the manufacturer
is sued directly by the injured passenger, it can claim that the
railroad's actions constituted an intervening cause and that the
manufacturer, no matter how negligent, was not a proximate cause
of the plaintiff's injury.
A suit by the railroad against the service bureau would of
course center around the relative duties of each party in designing
and operating the system. The service bureau may argue first that
7. See, e.g., Chicago Union Tractor Co. v. Giese, 229 Ill. 260, 82 N.E.

232 (1907); Edgerton v. New York & H.R.R., 39 N.Y. 227 (1868); Washington & Virginia R.R. v. Bouknight, 133 Va. 696, 75 S.E. 1032 (1912).
8. Compare Lobel v. American Airlines, Inc., 192 F.2d 217 (2d Cir.
1951), with Morgan v. Le Toureau Co., 138 F.2d 339 (5th Cir. 1943); United
States v. Kesinger, 190 F.2d 529 (10th Cir. 1951); Wilson v. Colonial Air
Transport, Inc., 278 Mass. 420, 180 N.E. 212 (1932). See generally Goldin,
The Doctrine of Res Ipsa Loquitor in Aviation Law, 18 So. CAL. L. REV. 15
(1944); McLorty, Res Ipsa Loquitor in Airline Passenger Litigation, 37 VA.
L. REV. 55 (1951).
9. "The conditions usually stated in America as necessary for the
application of the principle of res ipsa loquitor are . . . the event must be
of a kind which ordinarily does not occur in the absence of someone's negligence .. " PROSsER, ToRTs 201 (3d ed. 1964).
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they designed a system based upon the railroad's specifications,
a practice common in the engineering field. However, a court might
feel that in dealing with a client relatively unsophisticated in the
field of data processing, a service bureau may have an obligation
to ascertain for itself that the specifications are in fact sufficient
to provide a margin of safety for human life. A similar argument
may be made about the railroad's independent duty to test the
system.
In attempting to resolve these problems, the court will naturally look to custom, practice, and standards prevailing in the industry which, while not controlling, are clearly relevant. As previously indicated, these will be very difficult to establish. Moreover, it
will be a rare corporation which will deviate too far from the general pattern of usage. A company that was first to use a computer
in a new application would risk being called "reckless in the use of
untried techniques" by counsel for a potential plaintiff. By the
same token, one which lagged behind in using computers in a certain area could be accused of being "negligent by refusing to adopt
tried and proven technological advances to protect human lives."' 0
Every tort trial involving a computer will to some extent
also be a trial of the computer. A plaintiff's chances of success may
depend in part on the pre-trial attitudes of the trier of fact toward
data processing. Some people no doubt regard computers as almost
infallible creations of a marvelous new technology while others
view them with great suspicion. A juror's decision may also be
swayed if he thinks his job is threatened by a computer" or if he
feels that computers have a dehumanizing effect upon people.
Another juror who sees that "computer revolution" as freeing mankind from menial mental druggery may form a contrary opinion.
WARRANTY LIABILITY

One of the usual advantages from the point of view of the
plaintiff in a suit based on a theory of breach of warranty is that
the plaintiff need not establish negligent conduct. How much of an
advantage this will be in a suit involving a computer-related accident remains to be seen.
10. Compare Northwest Airlines, Inc. v. Glenn L. Martin Co., 224 F.
2d 120, 129 (6th Cir. 1955); The T. J. Hooper, 60 F.2d 737 (2d Cir. 1932).
11. Judges may feel that at least their jobs will never be taken over
by a computer. They are probably not familiar, however, with the work
which has already been done in this field. See Lawlor Analysis and Prediction of Judicial Decisions-Informal Progress Report, 1965 M.U.L.L. 132;
Lawlor, What Computers Can Do: Analysis and Prediction of Judicial Decisions, 49 A.B.A.J. 337 (1963); Nagel, Predicting Court Decisions Qualitatively, 63 MICH. L. REv. 1411 (1965). But see Weiner, Decision Prediction by
Computers: Nonsense Cubed-And Worse, 48 A.B.A.J. 1023 (1962). See
generally, MATHEMATICAL PREDICTION OF JUDICIAL BEHAVIOR, A READER IN
THEORY AND RESEARCH (Shubert ed. 1964).
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The plaintiff will rarely be able to rely upon an express warranty made by the manufacturer. The usual promises made to
promote the sale of a computer relate to such things as the speed
of its operation, the capacity and access time of its memory, the
type of instructions (programs) which are necessary to cause it to
operate, and other design features. Even if a guarantee as to reliability is made, this usually refers only to the statistical probability of a breakdown and will be of little use to the injured
plaintiff.
In the area of implied warranties the plaintiff's burden of
proof will again be difficult. In view of the constant state of
flux in which the industry finds itself, the very large number of
individually negotiated transactions, the wide variety of possible
applications even for a single model computer, the differences in
data processing experience and personnel of the users, and other
factors, there are few if any generally recognized promises implied
in the sale of a computer. In each case the plaintiff will have to
try to convince the trier of fact that through its course of conduct
the manufacturer has impliedly warranted his machine. He will
be aided, however, by the general industry practice under which
the manufacturer works closely with the user in setting up his data
processing system. In this regard, the manufacturer may be liable
also in tort or under breach of warranty for the programs he supplies or even for his conduct in assisting in the establishment of a
data processing system.
The other problem of a suit under this theory is the crumbling
but not yet dead doctrine of privity. 12 In the hypothetical case,
I.C.M. is not in privity with the railroad or the passenger because
of the leasing company. A very common situation in the data
processing industry is for a company to buy or lease a computer
from the manufacturer and in turn to allow others to use it for a
fee.' 3 In such a case a suit against the manufacturer may not
succeed and a suit against the intermediary might be of little value
because of the defendant's financial condition. Computer users
should bear these possibilities in mind when arranging for data
processing services.
12. See, e.g., Henningen v. Bloomfield Motors, Inc., 32 N.J. 358, 161
A.2d 69 (1960); Goldberg v. Kollsman Instrument Corp,, 12 N.Y.2d 432, 191
N.E.2d 81 (1963); Randy Knitwear, Inc. v.:American Cyanamid Co., 11
N.Y.2d 5, 181 N.E.2d 399 (1962); Greenberg v. Lorenz, 9 N.Y.2d 195, 173
N.E.2d 773 (1961); see generally Prosser, The Assault Upon the Citadel, 69
YALE L.J. 1099 (1960); 63 COLUM. L. REv. 1522 (1963).
13. This may occur for a number of reasons. Many companies do not
do enough data processing to justify owning or leasing a computer. To
serve such companies, organizations called service bureaus supply data
processing services including a computer and trained operating personnel.
Other companies which do lease their own computers find that they do not
have sufficient work and are forced to take in outside data processing to
help keep costs down. Finally, a company's need for data processing is
often periodic or sporadic, requiring the use of outside equipment.
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The hypothetical example and its analysis do no more than
scratch the surface of possible problems in the area of torts and
computers. 14 Another common problem arises from the widespread
use of computers in banking and in allied credit operations. If
due to an error by the computer or in the programming a check is
mistakenly dishonored for lack of funds, the bank may face a suit
for slander of credit. 15 A similar case could result from the use of
computer-stored and computer-generated information in making a
credit recommendation. The number of potential computer torts
is as vast as the number of potential computer applications.
POTENTIAL

CONTRACT

PROBLEMS

Consider the following example which illustrates some of the
problems which might be encountered in a common commercial
situation. Assume that the User Corporation agrees to have the
Snappy Service Bureau perform all of its data processing. Snappy
Service Bureau is composed of a number of computer programmers,
consultants, and machine operators who together own or lease
their own computer and use it to perform data processing services
for other companies. Assume further that both parties sign a
short-form contract which sets out only the bare essentials of their
agreement.
After several months of service, Snappy suffers from a flood
and cannot use its computer for two days. Just as they recover,
they are hit by a labor dispute which ties them up for another
three days. Meanwhile, User learns that several mistakes in the
computer calculations have cost it over a million dollars and that
in addition Snappy's employees have permitted some of User's secret data and programs to leak to its competitors. User decides to
cancel its contract only to discover that Snappy claims the right to
use all of the programs which have been developed in connection
with this contract. What can User do?
The problem of course is not so much what User can do now
but rather what it should have done before the contract was consummated. All that it can do now is to go into court and try to
14. See also Hilton, What's in a Name, Data Processing, Nov. 1964, p.
42; Levin, Automation and the Law of Torts, 9 PRAc. LAW. 83 (1963); Michael, Speculations on the Relation of the Computer to Individual Freedom
and the Right to Privacy, 33 GEo. WAsH. L. REV. 270 (1964); Williams, Negligence, Liability and ElectronicData Processing,7 STUDENT LAW 3. 20 (1962).
15. See also Clarke, Electronic Brains for Banks, 17 Bus. LAW. 532
(1962); 79 BANKING L.J. 765 (1962); Clarke, A National Computer SystemLegal Aspects, 1965 M.U.L.L. 1; Cooper, Computers in the Banking Industry,
17 Bus. LAW. 111 (1961); 79 BANKING L. J. 303 (1962); Freed, Some
Legal Implications of the Use of Computers in the Banking Business,
19 Bus. LAW. 355 (1964); 81 BANKING L.J. 753 (1964); Johnson, Automation, Forged Checks and the N.I.L., 14 Bus. LAW. 1008 (1959); Windsor,
Certified Checks: A Special Handling Item in Automation, 81 BANKING L.J,
480 (1964).
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convince the judge that Snappy violated some terms which were
implied by the contract. This will be very difficult. The lack of
generally accepted standards in the computer industry has already
been discussed. User would also have to contend with the restrictions of the Parol Evidence Rule. Obviously it would have been
much better and much safer to have anticipated these and other
problems and to have provided for them in the contract. 16
In any agreement for computer services, the written contract
should carefully spell out the data processor's duty to provide for
the security of the data. To avoid the problems of attempting to
prove the value of an intangible business asset, the contract may
provide for liquidated damages. Without such provisions, the injured party would have to prove both negligence on the part of the
processor and the monetary amount of his damages to recover in
the event of loss of secrecy of his data. In this regard it should be
noted that any breach of security may cost the user any protection
he may have had for his computer programs
or his data (e.g. cus17
tomer lists) under the law of trade secrets.
The contract for data processing services should clearly specify
which company is to be responsible if errors result in the processing of the customer's data. It is obviously to the advantage of both
parties to set up the operation so that responsibility for errors can
be easily determined. For example, the user's personnel could
either prepare the input punch cards or check the input prior to
processing. The customer may wish to have his personnel supervise
the processing of his own data. The processor may find it advantageous to make additional records during the processing or to retain for longer periods records which would ordinarily be erased, so
that responsibility for after-discovered errors could be pinpointed.
If possible the contract should provide for periodic checking and reevaluation of the system by the customer. Although the processor
is probably under an implied duty to follow standard and well established practices and procedures for minimizing errors, the contract may also specify certain error correcting or detecting procedures which the processor must use.
Of paramount importance in any contract for data processing
should be the provision for service availability under unexpected
circumstances. The user in specifying his requirements should
anticipate normal machine down time (when the machine becomes
non-operative) and his own delays in collecting and obtaining information. Additional provisions must be made for any down time
on the processor's machine, whether caused by the processor, me16. See generally Awalt, A Lawyer's Concern With a Computer installation, 21 Bus. LAW. 381 (1966); Bigelow, Counseling the Computer
User, 52 A.B.A.J. 461 (1966).
17. See RESTATEMENT, TORTs §§ 757, 758 & comments (1939); Wessel,
Legal Protection for Computer Programs, 43 HARV. Bus. REV. 97 (1965).
See generally TURNER, THE LAW or TRADE SECRETS (1962).
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chanical failure, labor problems, or even vis major, e.g., the flood,
because delays in data processing often cannot be tolerated. A separate contract with a standby machine is good insurance for both
the user and the processor.
Finally, the contract should very clearly state the rights of
each party to any program or other property which may be developed as a result of the arrangement. This is particularly important
because of the likelihood that efforts of employees from both companies went into the creation of any specially developed programs
and because of the recently announced availability of copyright
protection for computer programs.
As a final word of warning about the problems of contracts
relating to computers, it should be noted that many of the words
which may be used have no precisely defined meanings in the
fields of law or data processing. Some terms such as "program"
have varied meanings even among technical personnel. The contract draftsman in this area would be well advised to choose his
words carefully, define them clearly wherever possible, or at least
to refer to some well-established source for their meaning.' 8
COLLATERAL LEGAL PROBLEMS IN COMPUTER USE

All of the legal problems in which a computer can become involved cannot be summed up under simple headings like contracts
and torts. Consider the following situation: The Better-LateThan-Never Corporation, after every other company in the field is
already fully automated, finally decides to consider the possibility of
using computers. Before taking this step, however, they seek advice as to the legal problems which such a move may create,
particularly with respect to accounting, record keeping, and labor.
In the first place, the directors of the corporation should be
made aware of the possibility of a suit for mismanagement. If all
other companies in the same field already have the bulk of their
affairs handled by a computer, and if it can be demonstrated that
automation in this field produces significant savings or other competitive economic advantages, their failure to act may leave them
open for a suit by a disgruntled shareholder. 19 Therefore, if thorough investigation reveals the advisability of automation, the board
would be well advised to act swiftly. If after a study of the prob18. For example, the contract draftsman may wish to refer to any
one of the following: Proposed American Standard Vocabulary for Information Processing, as Approved by Sectional Committee X3 of the American Standards Association (but still subject to change), reprinted in
M.U.L.L., March and June 1965; GENERAL ELECTRIC COMPANY, GLOSSARY OF
COMPUTER TERMS; HOWARD W. SAMS TECHNICAL STAFF, PocKEr DICTIONARY
OF COMPUTER TERMS (1962).

19.

See Briggs v. Spaulding, 141 U.S. 132 (1891); Wangrow v. Wan-

grow, 211 App. Div. 552, 207 N.Y. Supp. 132 (1924). See generally, A.B.A.
SPECIAL COMM. ON DATA RETRIEVAL, COMPUTERS & THE LAw 85-88 (1966).
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lem the board decides not to automate, they should be prepared
to justify their refusal in the face of the otherwise universal industry practice.
Accounting Problems

If a large portion of the company's accounting work is to be
handled by a computer, the procedures should be carefully checked
to insure that they meet the legal requirements and the established
standards of the accounting profession. For example, certain accounting procedures are required to be followed because of state
corporation law, internal revenue law, 20 and the laws relating to
social security, state taxes, and perhaps state or federal regulatory
bodies. 21 In some cases these requirements may already make provisions for automated data processing. 22 In others the automated
accounting system may have to be designed to reflect accounting
procedures which were designed with old fashioned bookkeeping
methods in mind.
A second problem to keep in mind is that of preserving a
clear audit trail. This is particularly important where the law requires a certificate of approval by a certified public accountant.
In examining the accounting records of a company, an accountant
satisfies himself in part as to their correctness by following several typical transactions from their initiation to their final reflection on the balance sheet and the profit and loss statement. This
is a very rough description of the audit trail. In an automated
system, however, the initial transaction may be represented by no
more than a flurry of electronic impulses; the intermediate steps
may be made on magnetic tape which is erased as soon as the day's
calculations are concluded; and the only permanent records may
be a summary of an entire day's or week's activity. Naturally part
of the problem can be eliminated by making and preserving additional computer records; but one of the reasons for having such a
20. See generally Freed, Automation, The Taxpayer and the Revenue
Service, P-H TAx IDEAS REPORTS #19,001 (Feb. 13, 1963); Smith, Automatic
Data Processing in the Internal Revenue Service, 41 TAXES 26 (1963), 11
Computers & Automation, Oct. 1962, p. 10; Smith, Impact Of Automation
Upon Enforcement of the Federal Tax Laws, 17 So. CALIF. TAx. INST. 35
(1965); Surrey, Automatic Data Processing & Tax Administration: Potentialities of ADP, 17 TAx L. REV. 165 (1962); Cf. Boone, Computer Program

to Calculate Death Taxes, 102

TRUSTS

& ESTATES 816 (1963); Jones, Mechan-

ization of a Tax Code, 1959 M.U.L.L. 1; Computer Prepares State, Federal
Tax Forms, Business Automation, Jan. 1965, p. 64.
21. For example, banks, insurance companies, truckers, airlines, and
other transportation systems, radio and television stations, and public utilities, to mention only a few, are closely regulated.
22. See U.S. INTERNAL REVENUE SERVICE, GENERAL GUIDELINEs FOR
REcoRDs FROM AUTOMATIC DATA PROCESSING SYSTEMS (Gov. Pr. Off. 1965);
Barron, How We (at IRS) Audit From Magnetic Tapes, 40 TAXES 83 (1962);
Katz, Proposed Form 1120 Corporate Tax Returns Simplified for ADP Use
by IRS, 41 TAXES 515 (1963).
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system is to eliminate the time and expense of working with such
intermediary records. To some extent the accountant may be able
to satisfy himself by examining the entire system even though a
given transaction cannot be followed through all of its intermediate
steps. It is advisable, however, to consult closely with a qualified
accountant in setting up such a system so that he will be able to
satisfy himself as to the correctness of the final accounting.
In planning an automated accounting system, careful consideration should be given to designing a system of built in checks and
controls and also to allowing close supervision by human overseers.
As previously mentioned, one should be ever alert to possible slander of credit problems in an automated system. One should also
be careful to avoid accidental overpayment through computer printed checks. The spectacular mistakes in this area usually make good
newspaper stories; the less spectacular overpayments probably pass
without notice. ft also should be noted that a completely automated system offers fantastic opportunities for embezzlement and
other crimes by employees skilled in data processing techniques.
It will be difficult to discover and even more difficult to prove that
incorrect information was fed into the computer, particularly if no
permanent record is made of the transaction.
Records and Evidence
In an automated system, many if not all of the records will be
generated by the computer from information stored in its memory.
Anticipating, as one always must, the possibility of litigation involving the company, one should be sure that its records will be
suitable as evidence in a court of law.23

Particularly of interest

here are the business entry exception to the hearsay rule and the
best evidence rule. It is also interesting to note some of the problems which computer records will create in connection with pretrial
discovery. If records are subpoenaed, is it sufficient compliance to
deliver a magnetic tape on which the records appear in coded
form ?24

May a party be required to deliver an entire tape where

the records to which the discovering party is entitled are contained
on only a small portion; if so, how can one draft an effective protective order? If the records or documents requested do not ordinarily exist only in non-readable form, which party must bear the
23. See generally Freed, Evidence and Proof in a Computerized Society, 1963 M.U.L.L. 171; Delves, The Influence of Computers on Business
Record Keeping, 1964 M.U.L.L. 46; Williams, What You Should Know About
Evidentiary Problems in the Electronics Field, 7 STUDENT LAW. J. 14 (1962);
Shift, Do You Swear by your Records, Adm. Mft., Feb. 1963, p. 28; Lawlor,
Stockholder Record Requirements, 1964 M.U.L.L. 33.
24. See Louisville & Nashville R.R. v. Knox Homes Corp., 343 F.2d
887, 896 (5th Cir. 1965); Transport Indemnity Co. v. Seib, 178 Neb. 253, 132
N.W.2d 871 (1965).
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cost of generating records in a readable form for discovery? 21
If the computer is going to be generating new forms in connection with the accounting such as order confirmations, invoices,
checks, etc., these too must be carefully examined. Where relevant,
do they meet the rules for valid contracts, and valid negotiable
instruments, and do they satisfy the various rules of evidence.
These questions may become more difficult when, in addition to
ordinary printing, the documents contain writing or symbols readable only by automated equipment 2 and where they will be acted
upon by automated equipment of other companies in the course of
the transactions.
Labor Relations
To illustrate the diversity of legal problems which may be created by the introduction of a computer, consider for a moment
the field of labor. 27 What if anything does the collective bargaining agreement provide with respect to workers displaced by an
automated accounting system; e.g., what is an equivalent position
under the new arrangement. If the company is required to allow
other firms to use their computer in order to make use of excess
time, whose employees must operate the computer?
Use of Copyrighted Works
The use of computers as information storage and retrieval
systems creates additional problems, chief among which is the legality of using material without the express permission of the copyright owner. Based upon a turn of the century case involving a
punched paper tape for a player piano, 28 it is generally felt that
the reproduction of a copyrighted work in a computer input format
not readable by human beings, e.g., magnetic tape, would not constitute a copyright infringement. 29 The proposed revision of the
25. See Local 743, IAM v. United Aircraft Corp., 220 F. Supp. 19 (D.
Conn. 1963), aff'd, 337 F.2d 5 (2d Cir. 1964), cert. denied, 380 U.S. 908
(1965).
For an entertaining as well as informative discussion of these
problems, see Freed, The Computer in Court: Are Computer Records Legal
Evidence, BANCROFT-WHrrNEY PROOF OF FACTS (1965).

26. Banks are making increased use of MICR (Magnetic Ink Character Recognition) in which checks are imprinted with special characters in
magnetic ink which can be read directly by a computer. See Goodman,
Legal Aspects of MICR Program, Data Processing, July 1961, p. 56.
27. See generally Kirsh, Automation and Collective Bargaining
(1964); Automation and Employment, 10 ARB. L.J. 796 (1959). For a very
interesting and no doubt unique situation, see N.Y. Times, Dec. 13, 1965,
p. 46, for the story of a computer which reportedly discriminated against
hiring negros for work in a large southern manufacturing plant. It has
since been reprogrammed.
28. White-Smith Music Publishing Co. v. Apollo Co., 209 U.S. 1 (1908).
29. See, e.g., Lawlor, Copyright Aspects of Computer Usage, 11 Bulletin of the Copyright Society 380 (1964), Communications of the A.C.M.,
Oct. 1964, 572; Seidel, Computers: Antitrust, Patent and Copyright Law
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United States Copyright Law, now under consideration by Congress, would remove this immunity. 0 An amendment to the bill,
however, adopted by the House Judiciary Committee at the suggestion of the author,3 ' would permit mere transitory or momentary copies, such as appear in the memory of a computer.82 Remaining questions, such as the use of a computer to prepare an
index or a summary of a copyrighted work, will probably be handled under the doctrine of fair use in the same fashion as if the
work had been done by a human author. 3
Simulation of Other Computers
Probably the most talked about and rapidly developing topic in
the area of law and computers is the question of legal protection
for computer programs and systems and for the computers themselves. One question grew out of the common industry practice
under which the manufacturer of a computer developed and made
available programs with which the computer could be operated.
The extent of his "library" of programs became an important sales
feature.34 Equally important was the tendency of companies to
buy computers which could use the programs they had already
developed. In the past different computers could not function with
each other's programs. The issue which then developed was whether it was proper for a company to manufacture a computer designed to duplicate the functions of another computer for which a
library of programs existed, or to develop means whereby the computer of one manufacturer could be made to operate with the proImplications, 6 ANTITRuST BULL. 549 (1961). It has been argued, however,
that under one or more theories a reproduction of a copyrighted computer
program in non-readable form would violate the copyright. See, Banzhaf,
Copyright Protectionfor Computer Programs, 64 COLUM. L. REV. 1274, 129092 (1964); Schulman, The Copyright Law, Is it a Roadblock to Information
Retrieval?, 11 Bulletin of the Copyright Society 404 (1964).
30. The bill now provides that "copies" are "material objects . .. in
which a work is fixed by any method now known or later developed, and
from which the work can be perceived, reproduced, or otherwise communicated, either directly or with the aid of a machine or device."
101. H.R.
REP. No. 2237, 89th Cong. 2d Sess. 2 (1966).
31. See Register of Copyrights, Copyright Law Revision Hearings
May 26-Sept. 2, 1965: Summary of Specific Suggestions for Amendments 5
(1966). See generally, Banzhaf, Statement on the Proposed Revision of the
Copyright Law, Before Subcommittee Number Three of the House Judiciary Committee, June 17, 1965, Information Retrieval Letter, July 1965, p. 1,
Computers & Automation, Sept.-Oct. 1965.
32. By the terms of the amended bill, a work is "fixed" only if it can
be "perceived, reproduced, or otherwise communicated for a period of more
than transitory duration."
101. H.R. REP. No. 2237, 89th Cong., 2d Sess.
3 (1966).
33. See Lawlor, supra note 29; Lawlor, Information Retrieval and
Copyright Law Revision (mimeo).
34. It was estimated that in 1964 computer manufacturers spent over
one billion dollars on programming. Burke, The Boundless Age of the
Computer, Fortune, June 1964, p. 207,
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grams designed by another manufacturer. Two recent Supreme
Court cases seem to indicate that this form of competition would
be proper except
where there was a violation of the patent or copy35
right laws.
Patent Protection for Computers
Obtaining patent protection for a complicated invention is
never easy and the problems may be even more serious where the
intention involves a data processing system. One important problem is to determine at which step in the creation of the computer
the invention exists. After all, involved in the design of a single
computer may be the mathematicians, systems analysts, system design engineers, logic design engineers, subassembly designers, circuit designers, and component engineers. The invention may be
based upon a novel mathematical method of performig calculations, a new systems approach, a better logic arrangement, or a
particularly creative circuit design. Often these areas overlap
and it is difficult to pinpoint the particular area of the invention.
Equally difficult sometimes is the problem of identifying the
actual inventors. If the wrong people are named by error, the
patent will be vulnerable. If some but not all of the actual inventors join in the patent application, the patent may also be in
jeopardy. Finally, if too many people are joined as inventors,
those who are not actually inventors may be limited in an interferance proceeding from testifying by the general rule that the testimony of an inventor must be corroborated.
Finally, there may be problems of proving the reduction to
practice of such a complicated invention. 8 Also of interest is the
scope of the protection obtained by a computer patent: would it
preclude the use of a computer program to perform the same function in the same way,3 7 could the patent be invalidated by a showing
ing that there was a pre-existing program which performed in
the same manner? 3

35. Sears, Roebuck & Co. vi Stiffel Co., 376 U.S. 225 (1964); Compco

Corp. v. Day-Brite Lighting, Inc., 376 U.S. 234 (1964). See generally Symposium, Product Simulation, A Right or a Wrong, 64 COLUM. L. REV. 1178
(1964).
36. See generally Hauptman, Joint Inventorship of Computers, 7
COMMUNICATIONS or THE A.C.M. 579 (1964); KALIKOW, PATENT INFRINGEMENT, IN LAW AND ELECTRONICS 107-11 (Jones ed. 1962); Kates, Computer
Patent Disclosures, 7 COMMUNICATIONS OF THE A.C.M. 572-78 (1964); Kurtz,
Patents and Data Processing,Data Processing, Nov. 1964; RICHARDs, RECENT
DEVELOPMENTS IN

PATENT LAW, IN

PATENT PROCUREMENT AND EXPLOITATION

106-20 (1963).
37. See Note, The Patentability of Computer Programs, 38 N.Y.U. L.
REV. 891 (1963).
38. See Ex Parte King, 146 U.S.P.Q. 590 (Pat. Off. Bd. App. 1964).
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LEGAL PROTECTION FOR COMPUTER PROGRAMS

Computer programs are the lifeblood of data processing for
without them the computers cannot operate. By 1970 over half
a million people are expected to be employed in programming activities having an annual economic value equal to that of computer
manufacturing.3 9 Computer programs cost anywhere from two to
twenty dollars per instruction. 40 Legal protection for these very
valuable intellectual creations is obviously of great importance to
the data processing community.
Trade Secret Protection
A computer program may be protected under the laws of trade
secrets if it meets the necessary requirements that it be kept a
secret, that it be valuable, and that it was developed and owned by
the company claiming the protection. If the program meets these
standards, the owner may bring an action against anyone who uses

improper means to obtain copies of the program or those who act in
concert. He has no right of recovery against anyone who otherwise
obtains knowledge of it. The protection, though valuable, is limited to situations where the owner is content to keep the program
"in the house" and is of no use in a system of wide scale distribu41
tion.
Patent Protection
The United States Patent Office originally took the positi6n
that computer programs are not patentable subject matter and
therefore are unpatentable per se, and only lately has given some
indication that they are seeking to formulate less restrictive guidelines. 42 This earlier position has been vigorously contested by

several authors; 45 and one has argued that adequate protection

may be obtained by patenting the invention as if it were a special
39. H.R. REP. No. 858, 88th Cong., 1st. Sess. 103 (1963); Burke, The
Boundless Age of the Computer, Fortune, March 1964, p. 101, 232.
40. The figures for larger programs stagger the imagination. SAGE,
the Air Force's advance warning system, took over 1800 man-years of labor
to develop. SABRE, an airline reservation system, has a program with
over one million instructions. Burke, supra note 39, April, 1964, p. 141.
41. See generally Wessel, Legal Protection of Computer Programs, 43
ItA v. Bus. REv. 97 (1965).
42. U.S.P.Q. May 11, 1964, p. III. Their position is based in part on
Ex Parte Hitchins, 99 U.S.P.Q. 288 (Pat. Off. Bd. App. 1953). The Patent
Office recently held hearings on proposed guidelines which would grant
patent protection only to programs disclosed in a functional rather than a
mathematical fashion. See 150 U.S.P.Q. No. 6 at II-VII (Aug. 8, 1966).
43. See Hamlin, Computer Programs are Patentable,Communications
of the A.C.M., Oct. 1964, p. 581; Jacobs, Patent Protection of Computer
Programs, Communications of the A.C.M., Oct. 1964, p. 583, 47 J. PAT. OFF.
Soc'y 6 (1965).
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purpose computer. 44 It is possible, however, that the courts may
refuse to enforce such program patents because of a fraud on the
Patent Office or because of a failure to fully disclose the invention.
Even if programs are eventually held to be patentable subject matter, only those programs evidencing the highest standards of creativity and novelty would qualify for protection. The protection
secured by a patent, however, is very broad; the owner would be
able to exclude others from making,
using, or selling any program
46
covered by the basic patent claims.

Copyright Protection
The Copyright Office has held that computer programs are
copyrightable 46 and that position has been adopted by draftsmen
of the new copyright law revision. 4 Several program copyrights
have been registered 4 and no serious objection has been offered to
their copyrightability. Protection under copyright is less extensive
than under patent; independent creation is not precluded, i.e., only
copying or at least substantial copying is prohibited, and the protection is somewhat limited by the doctrine of fair use. Nevertheless, copyright offers a wide measure of protection, commensurate
with the intellectual creativity involved, and is available quickly
44. See Note, The Patentability of Computer Programs, 38 N.Y.U. L.
REv. 891 (1963).
45. See generally works cited notes 43 and 44 supra, Banzhaf, Legal
Protection for Computer Programs, Data Processing, July 1964, p. 8; Banzhaf, Copyright Protection for Programs (Feedback), Data Processing, Jan.
1965, p. 13; Etienne & Goldberg, Patent & Copyright Implications of Electronic Data Processing, 8 IDEA 176 (Conference No. 1964); Kurtz, Patents
and Data Processing, Data Processing, Nov. 1964; Legal Protections for
Computer Programs, Computer Journal, Vol. 8, No. 4 (McOustra ed. Jan.
1964).
46. N.Y. Times, May 8, 1964, p. 43, col. 4-6. See also Copyright Office,
Announcement SML-47, May 1964; Banzhaf, supra note 29, at 1295-97.
47. In their report, the House Committee on the Judiciary noted that:
"computer programs . . . could be regarded as an extension of copyrightable
subject matter Congress had already intended to protect, and were thus
considered copyrightable from the outset without the need of new legislation." House Comm. on the Judiciary, Copyright Law Revision, H.R. REP.
No. 2237, 89th Cong. 2d Sess. 43 (1966). Section 102 of the new bill makes
clear their intention to continue this protection for programs under the
new act:
Copyright protection subsists, in accordance with this title, in
original works of authorship fixed in any tangible medium of expression, now known or later developed, from which they can be
perceived, reproduced, or otherwise communicated, either directly
or with the aid of a machine or device.
Id. at 4.
48. The first three were Banzhaf, Computer Program to Computer
Automobile Braking Distances, Copyright Reg. No. A688066 (1964) (submitted in the form of a magnetic tape); Banzhaf, Computer Program on
Supreme Court Reporters, Copyright Reg. No. Bb25654 (1964) (printed);
North American Aviation, Inc., SCOPAC-PROG. 63, Copyright Reg. No.
A696898 (1964) (punched paper tape).
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and inexpensively for almost all programs. 49
CONCLUSION

Potential legal problems are as numberless and varied as the
variety of different applications of data processing to industry, science, finance, and other areas of human concern. No attempt has
been made here to do more than sensitize the reader to a few of
these problem areas and to indicate where he may obtain more
complete information. Many of the problems are interesting and
all no doubt will be complicated. Yet, with the assistance of counsel who is willing to keep pace with new and developing technologies and to exercise his creativity, the law should be able to
resolve disputes involving computers as in the past it has been able
to accommodate itself to railroads, automobiles, radar, and atomic
energy.

49. See generally Banzhaf, supra note 29; Banzhaf, Legal Protection
for Computer Programs,Data Processing, July 1964, p. 8; Banzhaf, Copyrighted Computer Programs: Some Questions and Answers, Computers &
Automation, July 1965, p. 22; Banzhaf, Computer Programs and Copyright
Protection, Computers and Data Processing, Jan. 1965, p. 16; Cary, Copyright Registration and Computer Programs, 11 BULLETIN OF THE COPYRiCHT
SocIETY 362 (1964); Etienne & Goldberg, supra note 45; Lawlor, supra note
29; McOustra, Software and Other Controls, Computer Bulletin, Dec. 1964;
Note, Scope of Protection for Computer Programs Under the Copyright Act,
14 DEPAUL L. REv. 360 (1965).

